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Overview

This Administrator's Guide covers the configuration and use, but not the installation, of
myPassword. For information concerning the installation of myPassword, please refer to:

Installation and Setup Guide for rDirectory and myPassword.pdf

myPassword is designed to work immediately upon installation, provided a default Proxy Account
has been configured in the Site Manager.

Because myPassword shares many key technologies with rDirectory, the administration of
myPassword is done via the Namescape Designer, accessible through rDirectory. Even if
myPassword is the only product licensed, the installation of rDirectory is required. In this case,
rDirectory will be limited to only those features needed to administer myPassword.

Prerequisites
The configuration of myPassword requires:
1. Aninstallation of both myPassword and rDirectory.
2. The assignment of a Proxy Account using the Site Manager
3. An Active Directory logon account that can log into rDirectory and has been granted the
Namescape Designer role

4. A myPassword license key applied using the Site Manager

For more information on any of these prerequisites, please refer to the installation and setup guide.
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myPassword Features

Language Support

myPassword ships with English, German, Spanish and French language support. To display
myPassword in one of these languages, simply change your browser settings to display the
desired language. If you require a language that is not included, please see How to Change
the Language in myPassword in Appendix A — Customizing myPassword.

rDirectory Integration

Although myPassword may be licensed and used without rDirectory, the natural synergy of
these two products forms an even more powerful password management solution. Combining
rDirectory with myPassword provides the following additional benefits:

Help Desk Password Management Solution

With rDirectory integration, you get a complete Help Desk password management solution
that allows your help desk staff to quickly locate a user profile and securely verify the user’s
identity before resetting their password or unlocking their account. Audit logs and email
notices record who reset which account and when, and since delegation is done through
rDirectory, the Help Desk staff does not require administrator permissions. In addition,
features such as group management can also be easily delegated to the Help Desk.

Flexible Delegation of Password Management

The flexible Role Based Access Control (RBAC) model of rDirectory provides many more
delegation options than just allowing members of a help desk group to manage everyone’s
passwords. For example, you can also grant access to manage passwords and accounts
based on relationships, such as a user's manager.

Enforced Profile Data Integrity Check

When coupled only with myPassword, the ProfileValidator tool can be configured to require
users to fill in their Question and Answer Password Reset Profile upon logon. However,
when myPassword is combined with rDirectory, the ProfileValidator tool can also require
users to fill in or correct virtually any other attribute in their profiles.

Password Policy Guardian Integration

When Password Policy Guardian is installed alongside myPassword, users will receive an

immediate, detailed explanation why a password does not meet the applicable complexity
policies in the event a password change or reset fails.
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Access Methods

myPassword supports multiple access methods for users who need to reset or change their
password.

Windows Logon Form - GINA-Enabled or GINA-Free

Users can access myPassword directly from their Windows Logon Form, using either the GINA-
Enabled or GINA-Free access methods. The myPassword GINA.dII will modify the user’s
Windows Logon Form, providing the user with a convenient, direct link to myPassword, without
the need to log on to Windows. However, since using GINA extensions can be problematic in
some environments, myPassword also includes a GINA-Free method to access myPassword
directly from the Windows Logon Form using a Restricted Access Account.

The Restricted Access Account method is a best practice recommended by Microsoft, and has
significant advantages over the traditional GINA.dIl method. With a Restricted Access Account,
users can log on using these alternate credentials, yet be securely limited to only the
myPassword site. The key advantages of this method are centralized management, simplified
access for roaming and mobile users, and because a replacement GINA.dIl is no longer
required, the possibility of a conflict with other authorization extensions, such as biometrics or
network drivers, is eliminated.

A Windows Logon Prompt utility is provided when using the GINA-free access method,
allowing you to add a custom message to the user's Windows Logon Form, instructing them to
log on as the Restricted Access Account when they need to reset their password.

Outlook Web Access Logon Form

A link to myPassword can be added directly to the Outlook Web Access Logon form using the
ReturnURL Access Mode. This access method provides remote users with the same access to
myPassword as users who log on using the Windows Logon Form. Remote users can edit their
Password Reset Profile, unlock their account and change or reset their password.

Portal or Web Pages

Since myPassword is web based, it's easy to integrate into an existing portal or corporate web
site. Using the ReturnURL Access Mode, myPassword can be configured to return users to the
originating page upon completion of a password modification or inactivity timeout.

Mobile Access

myPassword also includes full support for password management using smartphones or
tablets. When the URL is accessed by a phone or tablet browser, myPassword will
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automatically detect a mobile device and display the customizable web app, rather than the
standard desktop site, without further configuration.

Direct Access Methods

All of the standard direct access methods, such as kiosk or workstation, are also available. The
security features of myPassword also allow you to confidently make myPassword available
publicly on the internet.

Web Front End

The myPassword Web Front End (WFE) is a simple web client designed to reside on an IS
server located in your DMZ. Coupled to an appropriately configured myPassword Proxy Server
located on your internal network, the WFE allows users to change or reset their passwords
from the internet, without fear of externally exposing your Active Directory.

Security Features

While a self-service password reset product like myPassword can save countless hours of time
for end users and help desk staff, it can also be a target for intruders seeking to take
unauthorized control of someone’s account. For this reason, myPassword is designed with
security in mind and includes the following security features:

Force Two Factor Authentication with External Email Address or SMS

In addition to profile validation, myPassword can force the use of external email verification or
SMS validation to a mobile device before a user is allowed to unlock their account or reset their
password.

To force these forms of authentication, three conditions must be met in the myPassword
configuration:

1. The feature is enabled in the designer.

2. Deny For Users with No Profile is enabled (Email verification only).

3. /f Profile Exists, Require Answers is selected.

If these three conditions are met, a user attempting to unlock their account or reset their
password must first answer their profile validation questions. Once the questions have been
answered correctly, an email will be generated and sent to an external email address defined
on their user account, or an SMS verification code will be sent to the mobile number defined on
their user account. The user must click the link in the email or enter the SMS verification code,
and only then will they be allowed to perform the Unlock or Reset action.

Both the SMS number and external email address are encrypted and stored in the Password
Reset Profile. Once encrypted, the values will not be viewable by any users.
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Intrusion Detection

myPassword incorporates several means of deterring, detecting, and blocking access to
intruders who may attempt to use myPassword to gain illicit access to an account. If excessive
failures are detected when answering questions or authenticating an account (used in Profile
Edit, Password Change, or Vouching), access to myPassword can be restricted by blocking the
intruder's IP address, blocking the compromised account, and/or sending email alerts to
immediately notify security personnel of a potential attack.

Question Presentation

Questions are presented sequentially for additional security. In other products, all questions
are presented on a single page, giving an intruder the opportunity to immediately know the
information needed to successfully modify a password. By presenting only a single question at
a time, socially engineering answers becomes much more difficult and time consuming.

Inactivity Timer

An inactivity timer provides additional security to myPassword by automatically logging the
current user out of myPassword and returning them to the main menu if a keystroke or mouse
movement is not detected for a predefined period of time. In kiosk mode, the inactivity timer
guarantees myPassword is returned to the main menu when left unattended. If myPassword is
using the GINA-free access method with a Restricted Access Account, the inactivity timer will
log off of the Restricted Access Account and return to the normal windows logon when the
timer expires.

Audit Logging / Email Notification

myPassword records the ‘who, what, when, and where’ of all myPassword related activity and
can be configured to store this valuable data in both the server event logs and the myPassword
reporting database.

myPassword can also be configured to send email notifications to the modified account, their
manager, or an administrator for additional security. A special email notification is generated
when a potential intrusion is detected and can be sent to an administrator or security

personnel.

Password Reset Profile Rules

With myPassword, you can create rule sets to apply unique Password Profile Policies to
determine the questions and requirements for creating a Password Reset Profile. This allows a
more stringent Password Reset Profile requirement for sensitive accounts, while allowing
simpler Password Reset Profiles for those with lower security requirements.
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Password Generator

An optional Password Generator can be used to automatically create new passwords. By
default, the password generation feature uses a customizable dictionary of case-sensitive
words that are appended with numbers (and additional words and numbers as necessary)
until the minimum password length is obtained. In addition, myPassword can generate a
series of random characters for use as a temporary password.

When used with the Force Password Change on next Logon setting enabled, the generated
password becomes a one-time-use password that can be as complex as required.

When integrated with Namescape’s Password Policy Guardian, the password generator will
automatically create a password that is compliant with any applicable password policies.

Voucher Rules

Vouching is an optional feature that allows someone who has not completed their Password
Reset Profile, or has forgotten their answers, to get another authorized user to vouch for them,
allowing their password to be reset. With myPassword, you can set up rules where different
users may be allowed different vouchers, and receive different messages to indicate who can
vouch for them. Since vouching rules leverage customizable relationship based roles, a
voucher may also be based on relationships defined in the directory, such as Manager or any
other custom relationship.

| Page Administrator’'s Guide



Namescape |[myPassword

Cross Browser Support

myPassword supports the following browsers to reset or change passwords, create Password
Reset Profiles, or unlock accounts:

e Microsoft Edge
e Microsoft Internet Explorer 7.0 or later
e Safari5.0.3 or later
e Mozilla Firefox 3.6.3 or later
e Chrome 80 or later
e Opera 10.62 or later
To configure myPassword, the Namescape Designer supports Microsoft Internet Explorer 7.0 or

later.

Themeable User Interface

myPassword includes a number of preinstalled themes that allow an administrator to change
the element colors in the client with a few clicks. In addition, myPassword also supports
custom logos, text and languages.

Customizable Landing Page

The main landing page of the myPassword client may be changed to better suit your business
needs. A number of template landing pages are included by default, and new ones may be
added by simply creating a new html page and adding it to the templates directory.
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Configuring myPassword

The configuration and administration of myPassword is accomplished using the Namescape
Designer, included with the rDirectory and myPassword installation. To configure myPassword, log
on to the rDirectory website with an account that has been granted the Namescape Designer role.

Log on to rDirectory

o) Logon

(Pirectory

User name: | Designddmin

Password: |i.li..'...'. F-9 ‘

Domain: | NAMESCAPE w

Logon

If Forms Authentication is configured for the rDirectory website using the Site Manager, you
will see the above logon screen when the site is accessed. If Windows Authentication is
configured for the rDirectory website, you will not see the logon screen and will be
automatically authenticated.

In either case, you are required to log on with an account that has been granted the Designer

role in the site manager.

NOTE: /frDirectory is not licensed, you will be immediately redirected to the Namescape Designer
after authentication and presented with a partial Designer view containing only the tree

nodes appropriate for myPassword.
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The Namescape Designer

The type of applied license determines what is displayed when you access rDirectory. If
rDirectory is licensed, and you are authorized to access the Namescape Designer, you will see
the rDirectory website with a toolbar containing an Open Designer button in the upper right:

¢ Directory
[ compory I

Employees | Managers | Attomeys

rContacts

ves | Departments | Law ee Users | Mo Profile Created | My Profile

Pirectory ] 15/ .

Employess Where Name=" and Tale==" ot | eman
P Hame Tile Department ofice Mabie Phane Langunges Membes OF
taraging Partne Erectve Managem... Phosnis 1620 5206239 Engih, German, Isp... Baniing and Finance... Phosnix j
Hew fork 212.850-3848 Engish laponese, .. Account Operatars...  Hew Yk
Mo Yok 212-850-3848 E P Ne
hisagn 502555 554 pra—

|

(St bt | B Exprt vCard | [ O Homa Pape | (Pt i | Mg

Mermber Of | Emergency Contactinfo | WRinfo | Home Fage | Managed Groups | Secretary

(610) 5206239
e

2124142851

Click the Open Designer button to access the Namescape Designer.

t Directory namescape

Namescape Designer i Designer Home Page

The Namescape Designer allows you to canfigure settings for both rDirectary and myPassword.
JFoms
= Only settings for licensed products will appear.
@ apoiiations
E Menu [ rDirectory Version 3.9.2 Build 16272
[Zpetauits
8 components [ myPassword Version 4.2.1 Build 16272
Schema
=T settings Finding Help and Getting Support.
3 @ roirectory
-] DesignFolders

/D8 Maintenance

2@ rypassuons How to find help and get support

A General o FAQ See our frequently asked questions.
Ereatures
Intrusion Detection © Designer Help Designer Help is context sensitive help for all Designer screens.
[Ehessaging
DB Maintenance. [Z) Current Documentation ~ Review the current product documentation.
@Reporting

2 Online Forum Post a question on our forum or search for similar issues.
&’ Request Support Generate a Support Request.

Other useful links

A Main Page The Namescape home page.
# Current Downloads Download the latest version of your products.
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If you have questions or difficulty using features in the Namescape Designer, select Designer
Help on the Designer Home Page to access the context sensitive help.

myPassword Administration

In the Namescape Designer tree menu, expand the Settings node and select myPassword.

% Directory namescape
Namescape Designer ® myPassword Settings Summary
5 &, Designer
Q Foms General Settings ~
:E""‘ N Limit Site Access False
& Applications Proxy Account Administrator
Menu
5 Detauits Features - Reset Password
{28 components Use password dictionary for password generation True
o schema Force password change next logon False
2 Esettings Enforce password history on reset False
=@ rirectory Password generation Allow
DesigrFold
I/ DesignFolcers Features - Unlock Account
4+ DB Maintenance
B ® myPassword Enable account unlock True
[ General Features - Change Password
EGpeares Enable password change True
Intrusion Detection
Password generation Allow
[ Messaging N
? Use password dictionary for password generation True
4+ DB Maintenance
@ Reporting Features - Profile Edit
Enable profile edit True

Features - Vouching
Enable vouching WithoutProfile
Intrusion Detection - Failed Authentication

Block failed logon True
Block IP False
Block account False

Intrusion Detection - Failed Answers

Block failed answers True
Block 1P True
Block account True

Intrusion Detection - Captcha

Use Captcha True
Use Captcha Dictionary True
Block failed captchas Fake
E-mail Notification
Notify user Fabse
Notify manager Fakse
Notify on intrusion administrator@dch-law.com
Notify on normal ops administrator@dch-law.com
Notify on vouching administrator@dch-law.com
E-mail Verification ~
Enable e-mail verification ForExtAddress

You will be presented with a summarized settings view for the current installation of
myPassword.

myPassword settings may be configured by selecting one of the following subordinate nodes:
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General
In the tree navigation menu, click General to change the proxy settings, limit access to
myPassword with roles, and to enable the password strength meter. Here, you may also select

the coloring theme and landing page you wish to use.

-...:l myPassword General Settings

Site
Proscy Account: Administrator w
[ Limit Access to all myPassword Features

Enable Password Strenath Meter

Enable Inactivity Timeout 120 3| seconds

Appearance
Theme: myPassword e
Landing Page: Modern.html a

[ Use Classic Dialog Style (thinner borders, non-roundsad)

@ Save

Site

Proxy Account

A Proxy Account is required for all Password Reset and Profile Edit operations and is configured
using the Site Manager.

The account specified must have permissions to reset passwords for all users who may be
using the Password Reset feature. If Profile Editing is enabled, this account must also have
permissions to edit the Password Reset Profile Attribute for all users who may be using the
Profile Editing feature.

Limit Access to myPassword with Roles

If Limit Access to myPassword with Roles is checked, and the roles are set, only users who
satisfy the roles specified will be allowed to use features on the myPassword site.
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Enable Password Strength Meter

If Enable Password Strength Meteris checked, the relative strength of the password will
dynamically update in the strength meter as characters are entered. The strength of a
password is based on Microsoft's password complexity requirement.

Enable Inactivity Timeout

If checked, this setting allows you to specify the time (in seconds) before myPassword will time
out due to user inactivity. Upon timeout, the user will be returned to the main menu.

Appearance

Theme

myPassword includes a set of color themes that can be used to alter the appearance of the
myPassword client. Changing a theme does not affect customized graphics, text or styles. If
you desire a color theme not included with the product, please contact Namescape support for
assistance.

Landing Page
myPassword includes a number of templates that may be used as the main landing page of
the client. Additional landing pages may be added by simply adding your own custom html file
into the templates directory where myPassword is installed, and selecting the new template
from the drop down list in the designer.

Use Classic Dialogue Style

When enabled, all dialogue boxes will be displayed with the style of previous versions of
myPassword. This includes thinner borders and non-rounded boxes.
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Features

The Features node allows you to control the feature settings for the main myPassword page.

Reset Password
._:u:: myPassword Feature Settings

=5 Reset Password : Unlock Account ;J Change Password & Profile Edit & Vouching

Password generation: | Allow i

Use password dictionary for password generation
I:‘ Force password change on next logon

I:‘ Enforce password history on reset

Password Generation

The Password Generation setting determines if automatic password generation is allowed,
required (Always) or not available (Never) for Password Reset operations. For more information
see Password Generator.

Use password dictionary for password generation

If checked, this setting will generate passwords based on the words, numbers or characters
specified in the password dictionary.

Force Password Change on Next Logon

If checked, this setting requires users who have reset their password to change their password
upon next logon.

NOTE: /f password history is enforced, this feature is recommmended. The password reset
function of Active Directory does not enforce password history, potentially allowing
re-use of old passwords if this feature is not enabled. Active Directory only enforces
password history on the password change function, so when users are forced to
change their password on next logon, their history will re-enforce.

Enforce Password History on Reset

If checked, this setting enforces password history on a reset and prevents the user from
changing their password back to a previously used password. We recommend modifying your
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Domain Security Policy to increase the number of passwords remembered (at least 2x default
value).

NOTE: /f you set the minimum password age in your Domain Password Policy, and a user
forgets their password within the minimum age, they will not be able to use
myPassword to reset their password.

Unlock Account

E: myPassword Feature Settings
i Reset Password || (5 Unlock Account || (T Change Password || {2 Profile Edit || 4 Vouching

Enable account unlock

Account unlock roles: Mone

Enable Account Unlock

If the Enable Account Unlock setting is checked, the Unlock my Account feature will be
available on the main myPassword page.

Account Unlock Roles

If any Account Unlock Roles are set, only users who satisfy these roles will be allowed to use
this feature.
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Change Password

|_::_; myPassword Feature Settings
3 Reset Password || (55 Unlock Account || [ Change Password || £ Profile Edit || & Vouching
Enable password change

Password change roles: Mone
Password generation: Allow g

Use password dictionary for password generation

Enable Password Change
If checked, this setting enables the Password Change feature for all users who satisfy any roles
set under Password Change Roles. If Password Change Roles are not set, all users may use
the Password Change function.
Password Change Roles
The Password Change Roles setting indicates if any roles are set for the Password Change
feature. If roles are not set, all users may use the Password Change feature when it is enabled.
Password Generation

The Password Generation setting determines if Password Generation is allowed, required

(Always) or not available (Never) for Password Change operations. For more information see
Password Generator.

Use password dictionary for password generation

If checked, this setting will generate passwords based on the words, numbers or characters
specified in the password dictionary.
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Profile Edit

,_:; myP Feature Setti

g%

= Reset Password j Unlock Account

;J Change Password &, Profile Edit || & Vouching

Enable password profile edit

Profile policy rules: Set

[ Require New Profile if older than: ~ months

Enable Password Profile Edit
If selected, and at least one Profile Policy Ruleis set, users will be allowed to create and edit a
Password Profile containing their questions and answers.

Profile Policy Rules

The Profile Policy Rules button indicates if any Password Profile Rules are set and when

selected, launches the Password Profile Rules Editor. If Enable Password Profile Editis
checked, at least one Password Profile Rule must be set.

Profile Policy rules can be defined in the Namescape Designer under Components | Policies.

Require New Profile if older than X months

Enabling this setting will cause myPassword to prompt users for updated profile questions
every Xmonths. By default, this setting is disabled.
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Vouching

E.,] myPassword Feature Settings

= Reset Password j Unlock Account ,:J Change Password 8, Profile Edit & Vouching

Enable vouching for users | without Profile v

Voucher Rules: Set

@Save

Enable Vouching for Users
If vouching is enabled, and at least one Voucher Rule is set, users will be allowed to have
someone to vouch for them, rather than being required to answer the questions in their
Password Reset Profile. Users who have the option of someone vouching for them are limited

with the following settings:

Without Profile
Only users who do not have a Password Reset Profile are allowed to have someone

vouch for them.

With Profile
Only users who have a Password Reset Profile are allowed to have someone vouch

for them (l.e. in case they can't remember their answers).

Both
All users, regardless of whether they have a Password Reset Profile, are allowed to

have someone vouch for them.

Voucher Rules
The Voucher Rules button indicates if any Voucher Rules are set, and when selected, launches
the Voucher Rules Editor. If vouching is enabled, at least one Voucher Rule must be set.
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Intrusion Detection

Access to myPassword by an IP address or compromised account can be blocked for
excessive failed answers and/or excessive failed authentications. myPassword may also be
configured to require a CAPTCHA entry to prevent automated intrusion attempts.

Examples of a failed authentication include a bad logon name or password for any logon
screen, a failed password change, a failed password reset profile edit or an invalid voucher
logon.

Both the Failed Authentication and the Failed Answers tabs contain the following settings:

myPassword Intrusion Detection Settings

4 Failed Authentication || [ Failed Answers 5 Captcha

. ~ = . - e ~ .
Block After: 3 & authentication failures within: 5 | £ minutes
[] Block IP Address for: minutes
Block Account for: 15 |2 minutes

Block After X Authentication Failures within X Minutes

If enabled, the IP address or compromised account will be blocked if the specified number of
authentication failures or failed answers occurs within the time frame specified. This event can
initiate an email notice, block access from the IP address for a specified time, or block access
to the compromised account for the specified time.

Block IP Address for X minutes

If enabled, the originating IP address is blocked for the specified time period if an
authentication failure or failed answer occurs.

Block Account for X minutes

24

If enabled, the compromised account is blocked from being accessed via myPassword for the
specified time period if an authentication failure or failed answer occurs.
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CAPTCHA

myPassword Intrusion Detection Settings

5 Failed Authentication || (‘74 Failed Answers -, Captcha

Use captcha before authentication
Use dictionary to generate captchas

[¥] Block After: 3 | & captchafalures within: 5 |3 minutes

Block IP Address for: 60 2 minutes

w

© save

CAPTCHA may be required in order to validate a user as a person, and is designed to prevent

automated attacks.

Use CAPTCHA before authentication

If enabled, a user will be presented with a CAPTCHA page prior to being allowed to enter their
credentials. A number of options are available when configuring the CAPTCHA page:

Use dictionary to generate CAPTCHASs

When enabled, the customizable myPassword word dictionary will be used to
generate CAPTCHAs. If this setting is not enabled, any CAPTCHAs presented will be
a random combination of letters and numbers.

Block After

An IP address may be blocked from accessing myPassword after a user incorrectly
enters a defined number of CAPTCHAs within a given time period.

Block IP address for X minutes

The IP address of the potential intruder will be blocked for a defined period of time.
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Messaging

Messaging allows you to configure email messaging and SMS for myPassword.

Email Notification

E4 myPassword Messaging Support Settings
[4] Email Notifications || [ Emai Verification || [ SMS Verification
Send Email notification of myPassword operations to:
[Juser

|:| Manager

Specify an Email recipient for:

Normal operations administrator@dch-law.com
Vouching operations | administrator@dch-law.com

[¥] ntrusion detection administrat or@dch-law.com

User

If checked, an email notice is sent to the email address of the user for all password resets,
password changes and Password Reset Profile modifications made to their account.

Manager

If checked, an email notice is sent to the user's manager for all password resets, password
changes and Password Reset Profile modifications made against the user's account, provided
the account being accessed has a manager, and the manager has an email address.

Normal Operations

If checked, an email notice is sent to the email address specified for all password resets,
password changes and Password Reset Profile modifications made via myPassword.

Vouching Operations

If checked, an email notice is sent to the email address specified whenever the vouching
feature is used to authorize a password reset.
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Intrusion Detection

If checked, an email notice is sent to the email address specified whenever an intrusion
detection event occurs. An intrusion detection event is triggered by a failed answer, failed
authentication or failed CAPTCHA entries.

Email Verification

[l Email Motifications || [57] Email Verification ﬂ SMS Verification
Enable Email Verification for Users
Roles
Use addrass from Active Directory ‘mail’ attribus

If Answers Exist: | Require Answers >

Verification Link is valid |20 2 Minutes

Q Save

Email Verification allows mail-enabled users with an external email address to be sent a time
sensitive email. The email includes a link that, when clicked, returns the user to the final page
in the password reset process where they can set their new password.

This feature is intended for mail-enabled users with external email accounts only. This
feature should not be used with mailbox-enabled accounts where the user is required to log on
to Active Directory in order to access their mailbox.

The external email address will be encrypted and added to the users Password Reset Profile
when the Profile Edit Policy is appropriately configured.

NOTE: /n Exchange terminology, a mailbox-enabled user is someone who has an
exchange mailbox. Whereas a mail-enabled user or contact has an email address
that points to an external mail system or domain. A mail-enabled user or contact
can show up in the Global Address List, and you can send email to therm which will
be directed to their external email address. When you mail-enable a user or contact
using the Exchange tools, or using rDirectory and the Provisioning Agent for
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Exchange, the external email address is populated in both the normal ‘'mail’
attribute, as well as the ‘External Target Address’ attribute.

Enable Email Verification for Users

This setting enables email verification for the password reset, password change and account
unlock operation.

When enabled, all users with a properly configured and completed Password Reset Profile will
automatically use Email Verification. A user's Password Reset Profile may be updated by
opening the myPassword client and selecting Edit my Profile.

Roles

If set, only users assigned one of the approved roles may use Email Verification.

Use address from Active Directory mail attribute

If enabled, the address used for email verification will be retrieved from the user's
mail attribute in Active Directory, rather than the encrypted Password Reset Profile.

If Answers Exist

If a user has a completed Password Profile, this setting determines the following behavior:

Require Answers

This setting requires users with a Password Reset Profile to successfully answer
their challenge/response questions before they are sent an email link. They need to
click on the link sent to them to complete the operation.

Always Skip

This setting always skips the process of requiring users to answer their
challenge/response questions, and sends them an email link to verify their identity.

Allow Skip

This setting allows users with a Password Reset Profile the option of either
answering their challenge/response questions, or using the email link feature for
identification.

Link Timeout

This value determines how long a user has to respond to the link sent in a verification email. If
a user clicks on the link after this time period expires, they will receive a message saying the
link is no longer valid.
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NOTE: For security reasons, the link sent to a user simply contains a GUID. This GUID is
used to store and retrieve information about each specific Email Verification session
in the application cache. This information is removed from the cache after this
amount of time. Should the server reboot, or the application pool of the
myPassword web site recycled, the information is lost for all past email verification
links sent.

SMS Verification

SMS Verification allows you to set up a secondary authentication method for resetting passwords.
When SMS is configured, a verification code will be generated and sent to the mobile number
stored in the user's properly configured and completed Password Reset Profile. The user will then

be prompted to enter that code into the myPassword client in order to proceed.

"] myPassword Messaging Support Settings

@ Email Notifications |_j Email Verification E] SMS Verification

Enable SMS Verification

SMS Provider Template: | Clickatell v
SMS verification Roles: | Roles
If Profile Exists: | Reguire Answers v

SMS Codeis valid 5 | Minutes

@ Save

Enable SMS Verification
When checked, this setting enables SMS verification in myPassword. See /nstallation and
Setup rDirectory and myPassword: Chapter 7: Configuring myPassword for SMS
Verification for more information on configuring your SMS gateway account to work with

the included myPassword SMS gateway templates.

NOTE: /f both SMS and emalil verification are enabled, the user may be given a choice of
authentication method. Otherwise, SMS will always take precedence.
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SMS Provider Template
This setting defines the SMS gateway provider template to be used when generating an
SMS text. By default, the included gateway provider templates are Clickatell and Red
Oxygen.

NOTE: You must have a fully configured and funded SMS gateway provider account prior
to using myPassword SMS verification. Namescape is not responsible for the setup
and maintenance of this SMS gateway provider account.

SMS Verification Roles
This setting defines which users will be allowed or denied the use of SMS verification when

resetting a password. If no claims or groups are defined, all users will be presented SMS

verification, if enabled.

If Profile Exists

This setting defines how myPassword should behave if a user has a profile created and

SMS verification is enabled.

Require Answers
If the user has a completed profile, they will be required to answer all security
questions correctly, in addition to entering the correct SMS verification code, before

proceeding.

Always Skip

The profile questions will always be skipped and the user will only be required to

enter the SMS verification code to proceed.

Allow Skip
The user will be given the option to answer the security questions in their profile,

but will be allowed to skip to the SMS verification if desired.

Minutes SMS Code is Valid
This setting defines the length of time a sent SMS verification code will remain valid. Once a
code is expired, it may no longer be used, and the user will need to generate a new code

before proceeding. (Default: 5 minutes)
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DB Maintenance
The DB (database) Maintenance screen displays SQL database information and status, and allows

you to purge user activity from the SQL database.

« Directory namescape

Namescape Designer myPassword Database Maintenance
= & Designer
{38 components ) Status: C ly C d to Datak
@ Avplications
BT menu myPassword Database Information
Foschema SQL Server; RDIRECTORY 30DEM\SQLEXPRESS
53 Settings
5QL Version: 10.00.5500
=@ roirectory
- DesignFolders Database Name: MyPassword
[Fetautts Database Sze:  3.19 MB
2@ myPasswore
[general
EZ Features
Intrusion Detection BPurge Records | Before thisdate: |1/2/2013 [
[EAEmail Support
I JReports
=) 2 Directory

{7lAD change searen
14D Change Report
1= AD Change Summary Report
+DB Maintenance

= myPassword
{7l Activity search
Iz Activity Report
1= Activity Summary Report
Iisettings Change Report
DB Maintenance

Click Purge Records to mark any records prior to the defined date as inactive. You will be

prompted to confirm the records will be purged.

[] Confirm Purge »
Are you sure you want to purge al records before 12/27/2012?

@ Yes - Purge Records 0 NO - Cancel Purge

Click Yes - Purge Records to mark all selected records as inactive.
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Accessing myPassword

Access Methods

Several access methods are available with myPassword, including Normal/Kiosk, Mobile Web App,
Web Front End, ReturnURL and AutoClose. Any of these access methods may be set with
additional URL arguments and directly linked entry pages. The behavior and button text of
myPassword will vary depending on the method in use, and which entry page the user first
accesses.

From the Windows Logon Form

myPassword provides both GINA-enabled and GINA-free methods of allowing users to access
myPassword directly from their Windows Logon Form.

NOTE: A G/INA (Graphical Identification and Authentication) is a DLL that is pushed out to
each workstation and modifies the user’s logon form, providing a prompt and a
direct access link to myPassword. The management of the GINA method is not
considered to be a best practice by Microsoft. However, it is preferred in certain
environments, so we provide both GINA-enabled and GINA-free methods. Both
methods are compatible with the ProfileValidator tool.

GINA-free access

NOTE: T7he GINA-free access method is only compatible with the WindowsXP operating
system. All other versions of Windows must use the GINA-enabled access method.

The GINA-free access method combines a Restricted Access Account with a Windows Logon
Form prompt message.

A Restricted Access Account is a well-known account that anyone can use to log on, but which
has very limited access. Using this method, a user logging in with a Restricted Access Account
is taken directly to the myPassword site, without being granted additional access to any local
files or resources on the PC or other web sites.

To complement the Restricted Access Account method, Namescape also provides a means to
include a custom message prompt at the top of each user's logon screen, reminding them to
use the Restricted Access Account should they forget their password.

The GINA-free access method provides a number of advantages over the GINA method,
including centralized management and eliminating potential conflicts that a GINA.DLL may
create.
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For more details, see:

Installation — myPassword Restricted Access Account pdf

Installation — myPassword WinLogon Prompt pdf

GINA-enabled access

The myPassword GINA will modify the logon screen using a custom GINA.dIl installed on every
workstation, and will prominently place a customizable message and link to the myPassword
website.

For more details, see:

Installation — myPassword GINA.pdf

Outlook Web Access Logon Page

A link to myPassword can be added to the Outlook Web Access (OWA) Logon page, granting
remote users access to myPassword. Using this method, the ReturnURL is configured to return
the user to the Outlook Web Access Logon page upon completion of a password modification
or inactivity timeout in myPassword.

For more details, see Appendix A — Adding a myPassword Link to the Outlook Web Access
Logon Page.

Company portal or web page

A direct link to myPassword can be added to a company portal or web page, granting remote
users access to myPassword. Using this method, the ReturnURL is configured to return the
user to the originating portal or web page upon completion of a password modification or
inactivity timeout in myPassword.

Web Front End\Public internet access

The strong security features of myPassword make it suitable for public availability. When using
the externally facing Web Front End, a simple client is installed on an IIS server located in your
DMZ. This client is then configured to securely communicate with an instance of the
myPassword Proxy Server service that is deployed on an internal installation of myPassword.
This architecture allows for secure password modifications, without the fear of externally
exposing your Active Directory. The Normal/Kiosk Access Method is used when myPassword is
publicly accessible, and the user is returned to the entry page upon completion of a password
modification or inactivity timeout.

Administrator’s Guide 33|Page



Namescape | myPassword

Dedicated kiosk

A dedicated, centrally located workstation, or Kiosk, with access to myPassword is a solution
many companies find desirable. In this scenario, the Normal/Kiosk Access Method is used,
and the user is returned to the entry page upon completion of a password modification or
inactivity timeout.

Shared console

A user may simply go to a co-worker or manager's workstation to access myPassword, which
may be preferred if the Voucher feature is enabled.

Mobile access

myPassword also includes a web app display mode, allowing users on smartphones or tablets
to perform any of the standard myPassword operations in a smaller, mobile device friendly
format. The web app is created alongside the normal myPassword site during installation and
does not require additional configuration. When a user accesses the myPassword site with a
smartphone or tablet device, the device type will be automatically detected and the user will be
shown the appropriate view. Because this is a web app, and not a native mobile app, no further
installation or configuration on the mobile device is required.

Entry Pages

There are five possible entry pages for myPassword. The main menu page is the default Entry Page
when the base URL for myPassword is used. For example:

//<servername>/myPassword

The remaining four possible entry pages each represent one of the primary features found on the

main menu page.

Main Menu Page

If the Change Password, Password Reset, Unlock Account, and Password Profile Edit features
are all enabled, users accessing the main page of myPassword will see the choices shown

below.
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[
®Password

Self-Service Password Management

Click on Edit my Profile below to create a profile.

You will only be able to take advantage of the Reset Password option below after
you have created your profile. This will assist you in the event you forget your

password.

g _;3 Change my Password ’ Reset my Password
Change your password if you Reset your password if you don't
know your current password know your current password

-j‘\ Unlock my Account -31) Edit my Profile
Unlock your account if you Edit the questions and answers
remember your password in your Password Reset Profile

Selecting Change my Password, Reset my Password, Unlock my Account, or Edit my Profile
directs the user, respectively, to the following pages:

//<servername>/myPassword/PasswordChange.aspx
//<servername>/myPassword/PasswordReset.aspx
//<servername>/myPassword/AccountUnlock.aspx

//<servername>/myPassword/EditProfile.aspx

If enabled, each of these pages can also be accessed directly. When accessed directly, these
pages are considered the Entry Page for that user, rather than the main page.
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Access Modes and Arguments
There are three Access Modes that modify the behavior of myPassword on completion of a
password modification or inactivity timeout. Each mode will have unique text displayed on the
Timeout/Return button, as described by the table below:

Access Mode Action on Completion or Timeout/Return Button Text
Timeout

Normal/Kiosk | Return to Entry Page Return to <Name of Entry Page> Now

ReturnURL Returns to URL specified Return to <Return Page Name> Now

AutoClose Close Browser Return to Windows Logon Now

In all modes, the Cancel button returns the user to their respective entry page.

Normal/Kiosk

Normal or Kiosk is the default access mode used when additional URL arguments are not
passed into the Entry Page.

In this access mode, the user always returns to their respective entry page when the
Timeout/Return button is clicked, an action is completed, or an inactivity timeout occurs. The
Timeout/Return button text appears as one of the following depending on the entry page for
that user:

Return to the Main Menu

Return to the Password Reset Page
Return to the Change Password Page
Return to the Unlock Account Page

Return to the Profile Edit Page

ReturnURL

The ReturnURL Access Mode is enabled by passing in a ‘ReturnURL’ argument that specifies a
URL to return to when an action is completed or an inactivity timeout occurs. This mode is
intended for use when myPassword is launched from another web page, such as the Outlook
Web Access (OWA) Logon Page or a company portal. An optional argument
‘ReturnPageName’ may also be added to customize the text on the Timeout/Return button.
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For example, the URL specified might be:

OWA Return

//<servername>/myPassword?ReturnURL=https://mail.acme.com/exchange&ReturnPageName=0OWA Logon

Company Portal Return

//<servername>/myPassword?ReturnURL=http://portal.acme.com&ReturnPageName=ACME Portal

In this Access Mode, the user will always return to the URL specified by the ReturnURL
argument when the action is completed or an inactivity timeout occurs.

The Timeout/Return button text displays ‘Return to <Return Page Name>Now', where <Return
Page Name> is either the value specified by the ‘ReturnPageName’ argument, or ‘Home Page’ if
the ‘ReturnPageName’ argument is not specified.

NOTE: The Return Page Name should be short (<20 characters) to avoid adversely
affecting the page formatting.

AutoClose

The AutoClose Access Mode is designed to be used when myPassword is accessed from the
Windows Logon Form, and is enabled by passing in the argument ‘AutoClose=true in the URL.

For example, the URL specified might be:

//<servername>/myPassword?AutoClose=true

In AutoClose mode, the inactivity timer is automatically added to the user's entry page. When
an action is completed or an inactivity timeout occurs, the browser is closed and the user is
returned to their Windows Logon Form.
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Customizing the Web Client and Main Menu Landing Page

38

The myPassword client may be changed to display a different color theme, and the main menu
landing page may be modified to display a custom landing page, based on your business
needs.

To modify the default theme and main menu landing page layout, open the Namescape
Designer and select myPassword>General. Under Appearance, the following settings are
available:

Theme This setting allows you to choose which base theme will be used throughout the
myPassword client. A number of color options are included.

NOTE: Additional custorn color combination packages may be developed and provided
with the purchase of Namescape Professional Services hours.

Landing Page This setting defines the main menu landing page layout. If the default main
menu landing page is not desired, a number of templates are provided, including the
Modern.html shown below. You may also modify the existing templates, or create your own
landing page in *.html format.

namescape T Epoy

The Landing Page option reads any *.html file present in the /LandingPages folder, under
the myPassword root directory. Selecting an option other than —None- will override the
default myPassword page, and replace it with the selected template.

If you wish to use a landing page layout that you have created, verify that it is saved in
*html format, place it in the /LandingPages folder, select it in the designer, and click Save.
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NOTE: The landing page is a simple *htm/ overlay. All other myPassword features and
functions remain isolated, and security is not compromised.
NOTE: Assistance creating custom landing pages is available with purchase of

Namescape Professional Service hours.

Additional help for each included template is included in the HTML files themselves. These notes
will help you determine what changes to make, and where to make them, when customizing your
landing page. To view the development notes, open the HTML template files with any HTML

document editor.

ipLanding=tru "»Edit profile

=

turnUrl=/#Change">Change P

=

Unlock Account

For more information on theming myPassword, see Appendix A — Custormizing myPassword
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To access the myPassword site once it is configured, enter the URL for myPassword into a
browser. For example, if myPassword is installed as a virtual directory under the default website on
a server, then the URL to access myPassword would be as follows:

http://<servername>/myPassword

The same URL is used for both Normal/Kiosk and Mobile views. The myPassword site will
automatically display the appropriate view based on the detected device type.

NOTE: The following screen shots are taken in the Normal/Kiosk and Mobile Access modes using
the Main Menu as the Entry Page.

Main Page

If the Change Password, Password Reset, Unlock Account, and Password Profile Edit features

are all enabled, then users accessing the main page of myPassword will see the choices

shown below.

®Password

Self-Service Password Management

Click on Edit my Profile below to create a profile.

You will only be able to take advantage of the Reset Password option below after
you have created your profile. This will assist you in the event you forget your

password

“e.,,\:g Change my Password

Change your password if you
know your current password

} Reset my Password

Reset your password if you don't
know your current password

j\ Unlock my Account

Unlock your account if you
remember your password

4y, Edit my Profile

A

Edit the questions and answers
in your Password Reset Profile

Reset my Password

Forgot your current password

n_ Change my Password

Change your current password

Edit my Profile

Edit the Q&A for your profile

Unlock my Account

Unlock account with profile
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CAPTCHA

If enabled, a user will be presented with a CAPTCHA page prior to entering any personal
information. On this page, a CAPTCHA will be generated that the user must correctly type into the
box before they are allowed to proceed. If the user is unable to read the displayed CAPTCHA, they
may click on the picture, and a new one will be generated.

Due to space limitations, the standard CAPTCHA is not practical on a mobile platform. Instead, a
user will be asked to solve a simple math problem. If the user is unable to solve the presented
problem, they may select to display a new problem.

-
©Password

Self-Service Password Management

Capicha Verification

*. Type the characters you see in the image below.

SAMSL
TN

Captcha Verification

; ©'a°  Answer
3 + 4
5 3 M7

Can't read this? Click image to generate another.

@ Verify Captcha
@ Return to Main Menu : 1:54

Return To Main Menu: 0:00
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Reset my Password

When a user selects Reset my Password, or otherwise lands on the Password Reset page,
they are presented with the logon page shown below. On this page, users are asked to enter
their Windows account name.

T
®Password

Self-Service Password Management

User Name

pjohnson

Domain

User Name: | |

Domain:  NAMESCAPE

@ Return to Main Menu : 1:50

Denied Access Pages

After entering their logon name, users are denied access to myPassword if either of the

following conditions exists:

1) The useris not allowed access by the myPassword Access Roles, or

2) The user has not filled in their Password Reset Profile in rDirectory and the Allow

Reset without Profile if Vouched For option is not checked.

If the user is denied access based on myPassword Access Roles, they will be presented with
an access denied dialogue and will not be allowed to proceed.
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You are not authorized to use myPassword

If the user has not filled in their Password Reset Profile, and the Vouching option is not enabled
for users that have no profile, the error message below is shown:

You must create a Password Reset Profile before using myPassword for the selected operation
Please return to the main menu and select Edit My Profile to begin the profile creation process.

Voucher Pages

After providing their logon name, a voucher is required if either of the following two conditions
exist:

1) The user does not have a Password Reset Profile, and a voucher is allowed as an

alternate means of validating the user’s identity.

2) The user has a Password Reset Profile, and a voucher is required as an additional

means of validating the user's identity.
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If the user has no Password Reset Profile, and a voucher is required, the user will see the
screen below:

You are vouching for: peter

© Youare vouching for: kim.mccall User Namo
Administrator
Username: Password
Password: Domain

QA2008

Domain: MAMESCAPE

@ Return to Main Menu : 1:54

The message field ('You are vouching for: username) can be modified by editing the assigned
header file associated with a voucher rule. For example, if you had a rule that required a user’s
manager to vouch for them, that rule might also specify a header message such as ‘A Manager
must vouch for you before your password can be reset’.

Each voucher rule may also specify the roles of those who are allowed to vouch for a given user. If
the voucher is not authorized for the given user, the following screen appears:

This account is not authorized to vouch.

Please contact your systems administrator.
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Answering the Password Reset Profile Questions

If a user attempts to reset their password, and they have a previously completed Password
Reset Profile, they will be asked to provide answers in order to continue. Only one question will
be presented at a time, and the user is required to answer each question correctly before they

are allowed to proceed to the next question.

Profile Challenge
Security Challenge

What is your favorite color? Question

What is your favorite color?

& Use Vouching

@ Return to Main Menu : 1:55

If an excessive number of incorrect answers are entered, an intrusion event will trigger that may
be configured to block the originating account or IP address for a defined time period, as well
as send an email to an administrator notifying them of a potential attack that may be under

way.
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Reset Password Page

46

After all Password Reset Profile questions have been answered correctly and/or the user has
been successfully vouched for, the user will be allowed to reset their password. The user can
be given the option to either manually enter a new password, or generate a password
automatically. Additional configuration options may allow only a generated password and/or
force the user to change their password at next logon.

Reset Password

Mode: Password: ssesssssssss

New Password
= Enter Password oot

Confirm: | sssssssssnss S Now Password - Strong

Generate

@ Return to Main Menu : 1:59

As a password is entered, the password strength meter will display Weak, Average, Strong or
Excellent, depending on the complexity of the password. If you would like to automatically
create a random password instead of manually entering one, select the Generate option. Each
time the Generate button is clicked, a new password will be generated.

Once an appropriate password has been entered, click the Submit button to accept the new
password.
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Unlock my Account

When a user selects Unlock my Account, or otherwise lands on the Account Unlock page, they
are presented with the same set of pages that appear when they select the Reset my
Password option. These pages include Logon, Vouch (if applicable), or a Question/Answer
profile (if applicable). However, once a user is authenticated, they will be shown the following
Account Unlock page rather than the Reset Password Page.

Unlock your account

@ Click unlock button below to complete the process of unlocking your account.

i Unlock your account

© Return to Main Menu : 1:54

For security reasons, the locked status will not be presented until the account has been
authenticated by either answering the associated profile questions or vouched for by an
authorized user.
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Change my Password
When a user selects Change my Password or otherwise lands on the Password Change page,
they are first presented with the Logon page. On this page, users enter their Windows
credentials in order to change their existing password.

User Name: joe.user

III..II-I..l - |

Password:

Domain: NAMESCAPE

@ Return to Main Menu : 1:57

Because the user must provide valid credentials to change their password, vouching is not
available on this page. Configured myPassword Access Roles, however, will still apply and
accounts not authorized to use myPassword will be presented the Denied Access message.

Mandatory Profile Completion on Password Change

If a user has not filled out a Password Reset Profile, they will be forced to do so before
proceeding to the Change Password page. This improved flow guarantees a profile is created
for users who do not have access to a computer where the profile validator is installed, and
simplifies the onboarding process when filling out a password profile is desired.
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Edit my Profile

When a user selects Edit my Profile or otherwise lands on the Edit Profile page, they are first
presented with the Logon page. On this page, users are required to enter their Windows
credentials in order to edit their password profile.

User Name: joe.user

Password: | sssssssssss| - |

Domain: NAMESCAPE

@ Return to Main Menu : 1:57

Once authenticated, the user will be presented with a list of questions, as required by the assigned
Password Profile Policy. A single, global Password Profile Policy may be configured for all users, or
multiple Password Profile Policy Rules may be created in the Namescape Designer and assigned
to different groups of users as desired.

Edit Profile

o . .
Answer these questions to complete your profile. Edit Profile
Profile
Question 1
Question 1: What is your favorite color?

What is your tavorite color?
Answer 1:

Question 2:  What is your favorite food? Question 2
Answer 2: What is your favorite food?

Question 3: Question 3

Answer 3:

What is your dogs name?

@ Submit
@ Return to Main Menu : 1:56

After answers have been provided and any custom questions defined, click Submit to create the
Password Reset Profile and return to the main menu.
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Enforcing Enrollment

In addition to forcing enrollment in the Change my Password feature of myPassword, there are a

number of other methods available that may be used to prompt a user to create a Password Reset

Profile.

On rDirectory access

By using the integrated Enforce Profile Validation features within rDirectory, users can be
required to fill in their Password Reset Profile when they access the rDirectory site. This feature
may also enforce data validation rules for other attributes, including those with malformed or
otherwise incorrect data.

For more details on the Enforce Profile Validation feature, please see the rDirectory online help.

On Logon with ProfileValidator.exe

50

The ProfileValidator.exe tool is designed to execute automatically during logon and request, or
optionally require, the user complete or correct data in their Password Reset Profile.

If only myPassword is installed, the ProfileValidator.exe will check for an empty Password Reset
Profile and require that it be completed at logon.

If rDirectory is installed and licensed in addition to myPassword, the ProfileValidator.exe can be
configured to leverage the Enforce Profile Validation feature and require the user to certify or
validate virtually any attribute associated with their Active Directory account.

See Installation and Setup myPassword Optional Features.pdf in the documentation folder
for details configuring and deploying this tool via GPO policies.
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Reporting in myPassword

myPassword and rDirectory include a Report Console that allows you to search for specific user
activity, view activity summaries, and generate and export activity reports in various formats. The
report console may be accessed by granting the report access role in the Namescape Designer,

and then selecting the Report Console button in the upper right corner of the rDirectory client.

Configuring Report Access

To add or change a role, open the Designer and select the Reporting node.

To set a role, select the Role button to open the Roles editor and add the desired claim or group to
either allow or deny access to the selected component. Click Save when you have completed your

changes.

NOTE: /froles are not defined, everyone will be granted Allow access by default.

¢ Directory Al s
Namescape Designer (@ Reporting
2 & Designer Report Settings
=
Components
= ] rDirector | |
(3 Defaults & —
[ Applications myPassword |, mone |
& Menu
5 schema
| save Global Filters | |
53 Settings Hone
= @ rDirectory Save Personal Fiters | one .|
-/ DesignFolders
DB Maintenance [¥]joBot | none |

= @ myPassword
[ General UNC path to joBot reports:
[ Features
Intrusion Detection
[AMessaging
+ DE Maintenance

@ Reporting
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Saved Filters
The Report Console allows users granted the appropriate roles to create and save custom report

filters. These filters let users quickly generate reports with the same filter parameters.

¢ Directory mescape

Reporting Dashboard AD Change Search
33 Reports @ Refresh 1=|Repart [Slsave Fitter @ Delete Filter
5 Directory
Action Type Account Hame on P Address User Agent Iterface | Date ~

= |7/ AD Change Search

@[] Saved Fifters £ start [1/27/2015 |0 €nc: |2/26/2015 |3 | @

1= 4D change Summary Report Account Blocked CN=karmina abbott,0U=TE 10104114 Mozila/s.0 (compatible; MSE 7.0; Win..  Desktop Tue Jan 27 09:48:58 MST 2015
=) myPassword Account Blocked CN=Farmina abbott,0U=TE 10104114 Mozila/4.0 (compatible; WSE 7.0; Win... Deskiop Tue Jan 27 10:37:54 UST 2015
= [ activiy Search Captcha Faiure 10104114 Mozila/4.0 (compatible; WSE 7.0; Win... Deskiop Tue Jan 27 08:47:08 WST 2015
Caplcha Faiure 10104114 Mozila/4.0 (compatible; WSE 7.0; Win... Deskiop Tue Jan 27 08:47:10 UST 2015
THALs0 Caplcha Faiure 10104114 Mozla/4.0 (compatible; MSE 7.0, Win... Deskiop Tue Jan 27 08:47:13 MST 2015

1=/Pw Changes Ew Caplcha Faiure 101044 Mozla/4.0 (compatible; MSE 7.0, Win... Deskiop Thu Feb § 13.07:02 MST 2015

1= Failures_30d Capteha Failure 101044 Mozila/s.0 (compatible; MSE 7.0; Win..  Desktop Thu Feb § 13:07:09 MST 2015

1=/ Global Resets 60d Captcha Failure 101044 Mozila/4.0 (compatible; MSE 7.0; Win... Desktop Thu Feb 5 13:07:12 MST 2015

Igivom Resets 30a Prvate || oy pnsuper karmina H abbott CN=Farmina abbott,OU=TEST Accounts,.. 10.10.4.114 1MozIla/4.0 (compativie; WSE 7.0; Win... Desktop Tue Jan 27 10:37:48 WST 2015

%: ?:g"”:;'fz:;‘z: :z:: Falled Answrer karmina H abbott CN=Farmina abbott,0U=TEST Accounts,.. 10.10.4.114 Mozila/4.0 (compatible; WSE 7.0; Win... Deskiop Tue Jan 27 10:37:51 MST 2015
Falled Answrer karmina H abbott CN=Farmina abbott,0U=TEST Accounts,.. 10.10.4.114 Mozila/4.0 (compatible; WSE 7.0; Win... Deskiop Tue Jan 27 10:37:54 WST 2015

Falled Authentication karmina Chi=karmins abbott,0U=TEST ccounts, . 10.10.4.114 Mozla/4.0 (compatible; MSE 7.0, Win... Deskiop Tue Jan 27 08:48:28 UST 2015

Falled Authentication karmina Chi=karmins abbott,0U=TEST ccounts, . 10.10.4.114 Mozla/4.0 (compatible; MSE 7.0, Win... Deskiop Tue Jan 27 08:48:37 WST 2015
Failed Authentication karmina CN=karmina abbott,0U=TEST Accounts, .. 10.10.4.114 Mozilalé.0 (compatiole; MSE 7.0; Win_. Desktop Tue Jan 27 09:48:58 MST 2015

Failed Authentication karmina 101044 Mozilla/4.0 (compatible; MSIE 7.0; Win. Desktop Thu Feb 5 13:06:19 MST 2015

Falled Authentication karmina@abbot.com 1010.44 MozIla/4.0 (compativie; WSE 7.0; Win... Deskiop Thu Feb § 13:06:48 11ST 2015

Falled Authentication karmina@abbott.com CN=Farmina abbott,0U=TEST Accounts,... 10.10.44 Mozila/4.0 (compatible; WSE 7.0; Win... Deskiop Thu Feb § 13:14:25 MST 2015

Falled Authentication karmina 101084 Mozila/4.0 (compatible; WSE 7.0; Win... Deskiop Thu Feb § 13:17:05 MST 2015
P Blocked 10104114 Mozla/4.0 (compatible; MSE 7.0, Win... Deskiop Tue Jan 27 08:47:13 MST 2015

P Blocked 101044 Mozla/4.0 (compatible; MSE 7.0, Win... Deskiop Thu Feb § 13.0712 MST 2015

Password Change karmina H abbott CN=karmmina abbott, OU=TEST Accounts,... 10.10.4.4 Mozila/4.0 (compatible; USE 7.0; Win... Deskiop Thu Feb § 13:16:23 ST 2015

Profile Edit karmina H abbott CN=karmina abbott,OU=TEST Accounts, .. 10.10.4.4 Mozilalé.0 (compativle; MSE 7.0; Win_.  Desktop Thu Feb § 13:17:33 MST 2015

@

Page,  1jof1 ¥ Displaying Activity 1-22 of 22

Two filter types are available.

Global Filters
When a Global filter is created, all other users who have been granted the
appropriate role access to rDirectory, myPassword or joBot will be able to see the
filter. The ability to create a Global filter can be limited by defining the Save Globa/

Filterrole under Report Settings..

Personal Filters
When a Personal Filter is created, only the user who created the filter may see it.
The ability to create a Personal Filter can be limited by defining the Save Personal

Filters role under Report Settings.
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Enabling joBot Reports in the Report Console
The Report Console can display generated reports saved to a file share by joBot. To enable the
display of joBot reports, select the UNC path to joBot reports setting and simply enter the UNC or

file system path to the directory where the reports are saved.

Report Settings
rDirectory Mone
myPassword MNong
Save Global Fiters Mone
Save Personal Fiters Mane
joBot Mone

UNC path to joBot reports:
Y\RDIRECT ORY 30DEM\jobotReports

Once a valid path is entered, a new joBot node will appear in the Report Console, and any reports

that have been generated in either HTML or text format will be displayed.

NOTE: For the best possible display, we recommend generating joBot reports in HTML format.

i Directory namescape

Reporting Dashboard {= joBot Report
=9 Reports
3 iirectory Date: Friday. July 20, 2012 10:22 AM e
317 AD Change Search The follawing accounts have been inactive for at least 45 days
[ ) Saved Filters
1= AD Change Summary Repart Account Name Last Logged On Description
2 myPassword CHD$ (ga2008.com/Users) Never
= ] Activity Search adriana buchanan (qa2008.com/QATEST/Massive/Fringe Division/Field Agents, Never test account
ﬁl Saved Filters hajari moreno (ga2008.com/QATEST/Massive/Fringe Division/Research Forensics) MNever test account
1= Acthity Summary Report natalya gautier (qa2008.com/QATEST/Massive/Fringe Division/Field Agents Never test account
|=Settings Change Report kumi watt (qa2008.com/QATEST/Massive/Fringe Division/Research Forensics) Never test account
: amin patterson (ga2008.com/QATEST/Massive/Fringe Division/Field Agents Never test account
2 ,J]oBséP;:t::: romaine delgado (qa2008 com/QATEST/Massive/Fringe Division/Research Mever test account
= Forensics)
1= rapoticies kathie garza (ga2008.com/QATEST/Massive/Fringe Division/Research Forensics) Never test account
forster jands (a2003.com/QATEST/Massive/Fringe Division/Field Agents) Never test account
1= inactive accounts lenore tumer (qa2008.com/QATEST/Massive/Fringe Division/Research Forensics) 2/15/2012 9:17 AM test account
1=/naprofile tasanee |efebvre (qa2008.com/QATEST/Massive/Fringe Division/Research Never test account
1=/ passwordexpiry Forensics)
1=/ static_entadmins raden jablonski (qa2008 com/QATEST/Massive/Massive Biological/Harvard Never test account
1= usercannotchangePw Cambridge/Research/Development/Lab)
1= winthropexpiry xerxes masson (qa2008.com/QATEST/Massive/Massive Biological/Harvard Never test account
Cambridge/Research/Development/Lab)
josef vargas (ga2008.com/QATEST/Massive/Massive Biological/Harvard Never test account
Cambridge/Research/Development/Doctors)
jamese michel (qa2008.com/QATEST/Massive/Massive Biological/Harvard Never test account
Cambridge/Research/Development/Doctors)
hallie stevens (qa2008.com/QATEST/Massive/Massive Biological/Harvard Mever test account
Cambridge/Research/Development/Doctors)
ulan bernard (qa2008.com/QATEST/Massive/Massive Biological/Harvard Never test account
Cambridge/Research/Development/L ab)
paulette medina (ga2008.com/QATEST/Massive/Massive Biological/Harvard Mever test account
Cambridge/Research/Development/Doctors)
tan penn (ga2008.com/QATEST/Massive/Massive Biological/Harvard Never test account
Cambridge/Research/Development/Lab)
khalil truman (qa2008 com/QATEST/Massive/Foundation/Corporate Never test account
Headquarters/Administration/Human R
kayin guzman (qa2008.com/QATEST/Massive/Massive Biological/Harvard Mever test account
Cambridge/Research/Development/Doctors)
deirdre gallo (qa2008.com/QATEST/Massive/Massive Biclogical/Mayo Never test account
Extension/R&D/Doctars)
korene cunningham (qa2008. com/QATEST/Massive/Massive Biological/Mayo Never test account v
Extension/R&D/Doctors)
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To view activity for a specific product, expand the Reports node and select the product on which

you wish to generate a report. You will be presented with the product specific Activity Summary

View.
¥ Directory namescape
Reporting Dashboard | myPassword Activity Summary
< Reports
=4 rDirectory | € Refresn |

= |7 AD Change Search
(| Saved Filters
1= AD Change Summary Report
3 7 Activity Search
@[] Saved Filters
Activity Summary Report
Settings Change Report
0B ot Reports
FG Policies
fgpolicies
inactive accounts

=2

inactive accounts
naprofile
passwordexpiry
static_entadmins
usercannotchangePW
winthrepexpiry

|
|
o
I
I
|
|
|
|
|
1
I

&% myPassword Activity Last 30 Days
Action Type Total Actions
Account Blocked

Account Unlocked

Captcha Failure

Faled Answer

2

0

8

3

Failed Authentication 7
Intrusion Detection 0
IP Blocked 2
Password Change 1
Password Reset 0
1

Profile Edit

£\, myPassword Activity Last 30 Days

Action Type User

Profile Edit karmina H abbott
Failed Authentication karmina

Password Change karmina H abbott

Faied om

PP Blocked

Capicha Failure
Capteha Failure
Captcha Failure.

Faied om

Failed Authentication karmina

| | Page 1lora| b M

P

10.10.4.4
10.10.4.4
10.10.4.4
10.10.4.4
10.10.4.4
10.10.4.4
10.10.4.4
10.10.4.4
10.10.4.4
10.10.4.4

Date

2052015
2052015
252015
252015
2052015
2052015
2052015
2052015
2052015
252015

Account Blocked
[l Account Unlocked
I capteha Faiure
M Failed Answer

Failed Authentication

[ intrusion Detection
F Blocked

[l Password Change

[ Password Reset
Profil Edit

Interface
Deskiop
Deskiop
Deskiop
Deskiop
Deskiop
Deskiop
Deskiop
Deskiop
Deskiop
Deskiop

Recent Trends
8
@ Password Resets
. Change Password
Profie Edit
Failed Answer
2 Failed Authentication
@ Account Blocked
Account Unlocked
0
112015 212015
User Agent

Wozilaid. 0 (compatible; MSIE 7.0; Windows NT 6.1; WOWSS; Tridents
Wozila/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWS4; Tridenti.
Wozila/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWS4; Tridenti.
Wozila/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWS4; Tridenti.
Nozila/4.h {compatible; MSIE 7.0; Windows NT 6.1; WOWSH; Trident’
Nozila/4.h {compatible; MSIE 7.0; Windows NT 6.1; WOWSH; Trident’
Wozilaid. b {compatible; MSIE 7.0; Windows NT 6.1; WOWSH; Trident!
Wozilaid. 0 (compatible; MSIE 7.0; Windows NT 6.1; WOWSS; Tridents
Wozilaid. 0 (compatible; MSIE 7.0; Windows NT 6.1; WOWSS; Tridents
Wozila/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOWS4; Tridenti.

Displaying 1-10 of 22

In this view, you have the ability to display all activity for a given time period, as well as charts

showing activity count and trending information. To change the time period displayed, simply

move the slider to the left or right. The graph, summary, and detail views will update automatically.

In addition to the summary view, there are a number of included reports that can be generated,

ensuring a simple and effective way to audit events in your environment.
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Activity Search

The Activity Search (AD Change Search in rDirectory) view provides a filterable display containing
detailed activity information in your environment. It allows you to filter down a list of actions,
including Action Type, Account Name, DN (Distinguished Name), IP address, User Agent, Interface
type and Start\End Date , and generate a report based on those results that can be exported to

various formats, including Excel, PDF and Word.

¥ Directory namescape

Reporting Dashboard 17 myPassword Actiity Search
=9 Reports @ Refresh 1= Report [ Save Filter
=1 rDirectory
Action Type Account Name DN P Address User Agent Interface Date
= |7 AD Change Search
[ Saved Filters nA £ start: 1/26/2015 (3 eng: 2/26/2015 [ | @
1=/AD Change Summary Report || Account Blocked Ch=karmina abbot, OU=TE... 10.108112 Mozila/4.0 (compatible; SE 7.0; Wind... Deskiop Tue Jan 27 09:48:54 MST 2015

=) myPassword Account Blocked Ch=karmina abbott, OU=TE 10.10.4.114 Mozila/4 0 (compatible; MSE 7.0; Wind... Deskiop Tue Jan 27 10:37 84 M5T 2015

;& i Adivity Search Captcha Failure 10104114 Mozilla/4.0 (compatible; MSE 7.0; Wind... Desktop Tue Jan 27 09:47:06 M5T 2015

@ [ Saved Filters
Captcha Failure 10.104.114 Mozilai4.0 (compatible; MSIE 7.0; Wind... Desktop Tue Jan 27 09:47:10 MST 2015

1=/ Activity summary Report
|- Settings Change Report Captcha Failure 10104114 Mozila/d 0 (compatible; MSE 7.0; Wind... Desktop Tue Jan 27 09:47:13 MST 2015,
3.4 joBot Reports Captcha Faiure 101044 Mozilai4.0 (compatible; WSE 7.0; Wind... Deskiop Thu Feb § 12:07:02 MST 2015
1=/7G Policies Capicha Failure 101044 Mozila/4.0 (compatible; WSEE 7.0; Wind... Deskiop Thu Feb § 13:07:09 MST 2015
1= rapolicies Capicha Failure 101044 Mozila/4.0 (compatible; WSEE 7.0; Wind... Deskiop Thu Feb § 13:07:12 MST 2015
= ‘"“‘tf"e accounts Failed Answer karmina H abbott Ch=karmina abbott, 0U=TEST Accounts, . 10.10.4114 Mozila/4 0 (compatible; WSE 7.0; Wind_.. Desktop Tue Jan 27 10:37:48 MST 2015
%: :':;::‘:“““"ts Faiied Answer karmina H abbott Ch=karmina abbott, OU=TEST Accouns,... 10.10.4.114 Mozila/4.0 (compatible; WSIE 7.0; Wind... Deskiop Tue Jan 27 10:37:51 MST 2015
{=l passwordexpiry Failed Answer karmina H abbott Ch=karmina abbott, OU=TEST Accounts, . 10.10.4.114 Mozilaid.0 (compatible; MSE 7.0; Wind... Desktop Tue Jan 27 10:37:58 MST 2015
1= static_entadmins Failed Authentication karmina CN=karmina abbott, OU=TEST Accounts,... 10.10.4.114 Mozilai4.0 (compatible; MSE 7.0; Wind... Desktop Tue Jan 27 09:48:28 MST 2015
= Failed karmina Ch=karmina abbott,0U=TEST Accounts,... 10.10.4.114 Mozilai4.0 (compatible; WSE 7.0; Wind... Deskiop Tue Jan 27 09:48:37 MST 2015
{=/winthropexpiry Failed Authentication karmina Ch=karmina abbott,OU=TEST Accounts,... 10.10.4.114 Mozila/4.0 (compatible; WSEE 7.0; Wind... Deskiop Tue Jan 27 09:48:54 MST 2015
Failed Authentication karmina 101044 Mozila/4.0 (compatible; WSEE 7.0; Wind... Deskiop Thu Feb 5 13:06:19 MST 2015
Failed Authentication karmina@abbot.com 101044 Mozila/4.0 (compatible; WSIE 7.0; Wind... Deskiop Thu Feb § 13:06:48 MST 2015
Failed Authentication karmina@abbott.com Ch=karmina abbott, 0U=TEST Accounts,... 10.10.4.4 Mozila/4.0 (compatible; WSIE 7.0; Wind... Deskiop Thu Feb § 13:14:25 MST 2015
Failed Authentieation karmina 101044 Mozilaid.0 (compatible; WSE 7.0; Wind... Desktop Thu Feb 5 13:17:05 MST 2045
IP Blocked 10104114 Mozilla/4.0 (compatible; MSIE 7.0; Wind. Desktop Tue Jan 27 09:47:13 MST 2015
IP Blocked 101044 Mozilla/4.0 (compatible; MSIE 7.0; Wind. Desktop Thu Feb 5 13:07:12 MST 2015
Fassword Change karmina H abbott Chi=karmina abbott, 0U=TEST Accounts,... 10.10.4.4 Mozila/4.0 (compatible; WSEE 7.0; Wind... Deskiop Won Jan 26 09:08:01 MST 2015
Fassword Change karmina H abbott Chi=karmina abbott, 0U=TEST Accounts,... 10.10.4.4 Mozila/4.0 (compatible; WSEE 7.0; Wind... Deskiop Mon Jan 26 09:25:44 MST 2015
Password Change karmina H abbott Ch=karmina abbott, 0U=TEST Accounts,... 10.10.4.4 Mozila/4.0 (compatible; WSIE 7.0; Wind... Deskiop WMon Jan 25 10:03:05 MST 2015
Password Change karmina H abbott Ch=karmina abbott, 0U=TEST Accounts,... 10.10.4.4 Mozila/4.0 (compatible; WSIE 7.0; Wind... Deskiop Thu Feb § 13:16:23 MST 2015
Profie Edit karmina H abbott Ch=karmina abbott, 0U=TEST Accounts,.. 10.10.4.4 Mozilaid.0 (compatible; WSIE 7.0; Wind... Deskiop Thu Feb § 13:17:33 MST 2015
I Page: 10f1 ] Displaying Activity 1 - 25 of 25

The data shown in the Activity Search window can be displayed however you desire. Columns may

be moved, sorted, added and hidden to fit your needs.

Options include:

Sort Ascending or Descending

Click the column header to sort the list of activity by ascending or descending order within that
column. Click once for ascending order and again for descending order, or select Sort
Ascending or Sort Descending from the drop down list of options.

Drop Down List of Options

Click the down arrow that displays next to each column header when selected to see a list of
available options, including Sort Ascending, Sort Descending and Columns.
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Columns

Select the Columns option from the drop down list to show or hide specific columns in the
display window.

Page

Use the arrow keys at the bottom of the screen to advance the report results by page.

Refresh

Click the Refresh icon at either the top or bottom of the screen to update the filtered results and
redisplay the entire list in descending date order.

Report

Selecting the Report button will generate an exportable report based on your filtered activity
search results. This report can then be exported in Excel, PDF or Word formats.

Filtering Results

Each column in the Activity Search represents a different filter used to narrow down the activity

data search results.

Action Type

Click the drop down to display all action types available. Place a check in the box next to the
action or actions you wish to include in the filtered results.

Account Name

This column allows you to filter activity data based on the account that performed the action.
To apply an account name search filter, simply begin typing in the name of the account, and if
myPassword finds a partial match, the activity results will dynamically update based on the
characters as they are typed in.

DN (Distinguished Name)

This column filters activity data based on the DN (Distinguished Name) of the account that
performed an action. Be aware that certain activity will only display the Naming Context, and
not the full DN, of the account that performed the action. To select an account DN, click the
magnifying glass to the right of the field to open the object selector dialogue box. Locate and
click on the desired account, and click Select to filter the activity results.

IP Address

This column allows you to filter activity data based on the originating IP address.
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User Agent

This column will display information about the browser used to perform the password action

Interface
This column will display the originating type of device used to perform the password action.

Possible values include Desktop, Mobile or Tablet.

Start and End Date

Click the calendar icon in the Date entry box to display the Calendar object. Select a date from
this calendar to display all activities for a defined start and end date. The filter defaults to the
last 30 days of activity.

Activity Summary Report

The Activity Summary Report (AD Change Summary Reportin rDirectory) view shows a static

summary, with corresponding pie graph, of all myPassword activity for a defined time period.

« Directory namescape
Reporting Dashboara {2} myPassword Activity Summary Repost.
&3 Reports Report Filters
2 mpirsctory StartDate: | 1/26/2015 |4 EndDate 2p26/2015 |2 @ Refresh
o [ change searcn
) Soved Fittrs Preset Date Range: [ 5t 30 days S
{714 Change summary Report
3 myPassword
3 [ri Adity Searen myPassword Activity Summary
B [ Saved Fiters
HAE oab bl @ -
= Settings Change Report
=l joBot Reports Summa
Ererae gPassword v

fgpolicies

Action Type Total
Account Blocked

sswordexpiny Account Unlocked
=|statie_entadmins

|~ usercannotchangePw/
winthropexpiry Failed Answer

E
|
|
|

|
I Captcha Failure
],-

Failed Authentication
Intrusion Detection
1P Blocked

Password Change
Password Reset
Profile Edit

S e ANO ~NweoN

[ AccountBiocked [ Intrusion Detecton
B AccountUnlocked I IP Blocked

[ CaptchaFailure [ Password Change
[ Failed Answer I Pas swiord Reset
M Failed Authenticaton [ Profile Edit

Fage# 1of1

Settings Change Report

The Settings Change Report displays any settings that have been modified within myPassword for
a defined time period, listing the original value and the new value for each setting. The first page of

the report displays a summary and follows with a breakdown of changes.
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¢ Directory namescape

Reporting Dashboard

3 Reports
@ rbirectory
2 [7/4D Change Search
[ Saved Filters
1= 4D Change summary Report
2 Emypassword
3 |7 Activity Search
3 [ Saved Fitters
1= Actvity Summary Report

@ “iljoBot Reports
1=/Fc Policies

= inadtive accounts
= inactive accounts

- noprofile

= passwordexpiny

= static_entadmins

= user@nnotchangePw
= winthropexpiry

12| myPassword Settings Change Report

Report Filters

Start Date: |1/26/2015 [d ~ EndDates | 3p26/2015 |3

Preset Date Range: |t 30 days ~

myPassword Setting Changes

WA oz b b @ -

@)assword Change Report
Setting Name Setting Old Value

SMS Provider Template

change by: @10.10440m au
SMS Verify Enabled False

change by: i @ 10.104 4 on: AM
Site Access Limited True

change by: QA2012iedministrator @ 10.10.4.114 on: 1/27/2015 10:36:11 AM
Failed Captcha Block Address 60

ime
Change by: GAZ012idministrator @ 10.10.4.114 on: 12772015 5:45:55 AM
Failed Captcha Enabled False

Change by: QAZ012iedministrator @ 10.10.4.114 on: 12712015 5:45:55 AM
Use Captcha Dictionary False

Enabled

Change by: QAZ012edministrator @ 10.10.4.114 on: 12712015 :45:55 AM
Use Captcha Enabled False

change by: QA2012isdministrator @ 10.10.4 114 on 1/27/2015 §:45:54 AM

Site Access Limited False

<

@ Refresh

Setting New Value
Red Oxygen

True

False

1

True

True

True

True

Start and End Date

Click the calendar icon in the Date entry box to display the Calendar object. Select a date from
this calendar to display all activities for a defined start and end date. The filter defaults to the

last 30 days of activity.

Report Options

58

Once the report has been generated, you can navigate through the pages of the report by

using the arrow keys. You may also expand or shrink the report display size by using the zoom

dropdown.

To export the generated report, select the desired format from the drop down list. Currently

available formats are Excel, PDF and Word.

| Page
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Appendix A - Customizing

myPassword

Customizing myPassword has changed significantly from previous versions of the product. The 2.x
and 3.x versions of myPassword allowed direct access to the underlying HTML. In 4.x versions of
the product, other than a custom landing page, this is no longer possible as all content is
dynamically generated. This means certain customization options available previously may not be

possible without the assistance of Namescape Professional Services.

NOTE: myPassword custormization/training is not included as part of the standard product support
package. Professional Services are available for purchase if additional assistance beyond
this documentation is required.

Client Customization
A limited number of styles within myPassword are customizable by an administrator through the

Namescape Designer, or by modifying files in the installation directory.

The look of the myPassword client is based on the currently defined theme, located in the
\myPassword\App_Themes directory. Each selectable theme will have a contents subfolder

containing its own unique set of files and images.

The myPassword.cssfile in each theme folder defines major CSS classes which control styles
such as background color, font, and elements of the main menu page. In most cases, selecting an
existing theme in the Namescape Designer and then modifying the myPassword.css file should

achieve the desired effect.

NOTE: The myPassword-all.css file is a minified version of all styles necessary for the base
components of the application. Editing this CSS file is not recommended, and is not
supported by Namescape.
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If the only customization desired is replacing the myPassword logo with your own branded logo,
simply rename your custom png image to myPassword.png and replace the existing
myPassword.pngfile in the root of the myPassword website directory.

Themes

The majority of the CSS that controls the look and feel of myPassword is part of a predefined
theme. The currently selected theme can be changed in the Namescape Designer under
myPassword | General | Appearance. Changing a theme will alter the colors of all elements within

the client, but will not affect text or the logo graphic.

NOTE: /fyou are unable to achieve a desired look with the options provided, Namescape
Professional Services are available for purchase to assist you with creating a custom theme

to fit your needs.

Use Classic Dialogue Style
In addition to selecting a theme, you also have the option to make dialogue boxes appear similar to
those in previous versions of the product. By enabling this setting, the dialogue boxes will appear

with a thinner border and have squared corners, rather than rounded.

User Name: | | | User Name: | | |
Password: Password
Domain: NAMESCAPE Domain: NAMESCAPE
© Rotun o e 11
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Adding a myPassword link to the Outlook Web Access
Logon Page

NOTE: Customizing the Outlook Web Access (OWA) Logon Screen may require advanced
customization techniques not included in this document. Professional Services are
available for purchase if additional assistance beyond this documentation is required.

The procedures included in this document have been confirmed to work with Outlook 2003
and Outlook 2007.

By default, the Outlook Web Access logon screen should look similar to the picture below:

Microsoft

= Office Outlook Web Access

Security |
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To include a direct link to myPassword on this screen, complete the following steps:

NOTE: Please make a backup of any files before modifying them.

1. On the server hosting OWA 2003 or 2007, navigate to the following directory:

Outlook 2003 - [%Program Files%]\Exchsrvriexchweb\bin\auth\[Country subdirectory]
Outlook 2007 - [%Program Files%]\Microsoft\Exchange Server\ClientAccess\Owa\auth

Example:

OWA 2003 - C:\Program Files\Exchsrvr\exchweb\bin\auth\usa
OWA 2007 - C:\Program Files\Microsoft\Exchange Server\ClientAccess\Owa\auth

2. In this directory, you will find the file logon.asp (or logon.aspx). Create a copy or backup of
this file before proceeding. Once a backup copy has been made, open the logon.asp or
logon.aspx file with a text editor such as Notepad.

3. Find the following section of HTML markup:
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For Outlook Web Access 2003:

<TR>

<TD HOWRAFP width="1%"><P><LABEL for="password"><%=L Password Text

£« /LABEL></P>< /T

<TD width="%3%"><INPUT type="password" autccomplete="goff" style="width:100%"
id="password" nams="password" size="25" maxlsngth="25&"
9nfo:us="g_fjo?::us=false;"><3T]>

<TD width="1%"><INPUT type="submit" wvalus="<%=L_ LoginButton_Text %>"
id="ZubmitCreds" nams="SubmitCreds">»</TD>

</TE>

Insert the following lines right after the closing </TR> above :

<trix

<tdr&nbsp</td>

</tr>

<trx

<td align="center" colspan=4 style="width:100%">

<a href="[myvPassword URL]?[OWA URL]">Forgst vour password? Click here to resset it
using myFassword.</a>»</td>

</tr>

<tr>

<tdr&nbsp</td>

</tr>

Replace the [myPassword URL] with the URL of your myPassword website and replace the section
[OWA URL] with the URL of your OWA website.

Example:
Replace: <a href="[myPassword URL]?ReturnURL=[OWA URL]"> With:

<a href="http://myserver/mypassword.aspx?ReturnURL=https://myserver/exchange">

NOTE: T7he above change adds 3 rows to the HTML table and puts the myPassword link in
the middle row in the center.
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For Outlook Web Access 2007

Highlight the </td>, </tr> and </table> in the file, as shown below in the first figure. This is right
below <% } %> and right above <table class="mid tblIConn"> of the logon.aspx file.

</td>
</tr>
</table>

<table class="mid tblConn">

Replace the highlighted section with this:

<% } %>
</td>
</tr>
</table>
<table class="mid">
<tr>
<tdalign="center">
<a

href="http://myserver/mypassword.aspx?ReturnURL=https://myserver/exchange">Forgot your
password? Click here to reset using myPassword.</a>

</td>
<\tr>

</table>

4. Once the version appropriate changes have been made, save the file and test by reloading
the Outlook Web Access site.
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You should now see a new myPassword link displayed below the password entry field on the

logon page. It will look similar to this:

OWA 2003

OWA 2007

8 Bitiook Web Access

Provided by Migroson Exchange Server 2003

O e i |

Password: |

Friges vour nazswort? ick hers to resat 12 Lsng P azswerd,

Client [biat's His7]

(] Presmium

O Blasic

Security (whet's s

&1 Puialc or shared computar
I Prtvazs computer

Domainiuser name:

T Mitrosoft*

Office Outlook Web Access

@ Thisis a public or shared computer

@ This is a private computer

Wl Use Outlook Web Access Light

s resenved,
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Redirecting the IWA failed logon page to the myPassword
site

This section of the document describes how to redirect users to the main myPassword site in the
event of a failed logon from any website using Integrated Windows Authentication (IWA), including
SharePoint.

1. Using Notepad, edit the 401-1.htm file, by default found under:
C\Inetpub\custerr\en-US\

2. Find the following section of HTML markup:

</STYLE>

</HEAD><BODY><TABLE width=500 border=0 cellspacing=10><TR><TD>

<h1>You are not authorized to view this page</h1>

You do not have permission to view this directory or page using the credentials that you
supplied.

<hr>

<p>Please try the following:</p>

3. Modify the <BODY> element to include onload="redirect()">

</STYLE>

</HEAD><BODY>onload="redirect()"> <TABLE width=500 border=0 cellspacing=10><TR><TD>

<h1>You are not authorized to view this page</h1>

You do not have permission to view this directory or page using the credentials that you
supplied.

<hr>
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<p>Please try the following:</p>

4. Now find the following section of HTML markup at the bottom of the file:

<ul>

</ul>

Custom Error Messages</b>.</li>

</TD></TR></TABLE></BODY></HTML>

<li>Go to <a href="http://go.microsoft.com/fwlink/?linkid=8180">Microsoft Product Support
Services</a> and perform a title search for the words <b>HTTP</b> and <b>401</b>.</li>
<li>Open <b>IIS Help</b>, which is accessible in IS Manager (inetmgr),

and search for topics titled <b>Authentication</b>, <b>Access Control</b>, and <b>About

5. Insert the following lines right after </BODY> and before </HTML>

<script language = "javascript">
function redirect(){

window.location = "http://mp1l";

}

</script>

It should read as follows:

</TD></TR></TABLE></BODY>
<script language = "javascript">
function redirect (){
window.location = "http://mp1;
}
</script>
</HTML>

Where ‘http://mp1l’is replaced with the URL of your myPassword website.

Example:

Replace:

window.location = "http://mpl";

With:
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window.location = "http://[myPassword URL]";

6. Save the file and test.

How to change the language in myPassword

NOTE: This section describes how to manually configure the language support in myPassword.
The product ships with German, Spanish and French already translated. For those
languages, simply change your browser language setting.

In addition to the included languages, myPassword may be configured to display any other custom
language desired. Namescape is not responsible for translation errors resulting from the following
procedure.

Setting up the directory infrastructure

The example we will use will demonstrate how to create a sub-folder structure for the Italian
language.

1. Locate the Resources folder, located by default at:
CA\inetpub\wwwroot\myPassword\Resources
2. Create a new folder under the \Resources folder named ‘it for ltalian

3. Open the \en-us folder under \Resources and copy all the folders and files to the new \it

folder.
4. Copy the DefaultResource.xml from the \Resources folder and paste it in the new \it folder
5. Rename the DefaultResource.xml in the \it directory to Resource.xml

6. Inthe\it folder, open the resource.xml and change the item key value that corresponds
with the object that you want to display in Italian.

NOTE: Use extreme caution when making changes to the Resource.xml file. If this file is modified

incorrectly, the desired changes will not take effect and may cause further problems for the
page display. Namescape Support does not include assisting with customizations.
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The following edits will change the Product Description text:

Before

<item key="productdescription">Self-Service Password Management</item>

After

<item key="productdescription"> Self-Service parola d'ordine gestione</item>

7. Restart IS
8. Change the language in your web browser to ‘it’ for Italian

9. Launch the myPassword website. The product description should now display the Italian

text.

By modifying the key values in the resources.xml file, you can change any text for a language
specific page that is triggered by the browser default language settings.
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